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e Lol o8l Jil sl ((ogaol, LodlS 13 )RF sl (65555 802,11 e 55 o sl
Oles o Lo ools JLooyl 6lm 5595 650 SO 31 30,8 (90le andl (6599355 0iS' oo ooliinl FgualS g0
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PR

5 laptop =51 )5 wisl s (Infrared Data Association)IrDA a5 1 s laibiwl (pl awdl axsls a>g5

A S o oolaiwl 30 3 g0l an il Koo (6590955 51 palm 05 PDA 51 cnl oals oolazw! PDA
ilon e Sl g b ools Jobs 50 508 (gole andl (659195 g8 (nlpli

(Direct oo oS Jlas! jl58le 5 5l oolaiwl b 59000 a5 SgualS 90y ools Jliil ogou L] jo
a8 ygole an il cobld ol oY ol ol oo ools Lis 98 59005 J5Is 4o Cable Connection)
Ales Jbd oS 5 ansl (ol b asilgs o 45 e o skalKiws plo b Laptop s, |, (Infrared)
2 oo el 1) py Jolpe IS cal s

oS oo S JLgo Infrared ¢4, Control Panel ;-1

f"“f s+ Jw |, Enable Infrared Communication 435 g 00,5 s Option a5 54,2
Al ool las ain S ol o o oyla ) 50,8 gole axdl b IS CoblB oS g auil ails bl

(45 )

5 Infrared Monitor

http://www-307.ibm.com/pc/support/site.wss/Iwik-3vjl18_4.gif

5-3 Uss
bes ol 1, Start —Program — Accessories —>Communication s 35 -3
5L el S S 1y 0,5 o) 81 0" Gl |, (Direct Cable Connection) 435 o =4
(5-5 U)o’ (b 1) 5 J>e Skl sl 0l axzls 5905 CDl o comi &,
Start— setting — Control Panel— Add Remove Programs
30 5 asles Gzl |, Communication a3 uww S SIS Windows Setup oS (g, (s

3,135 3 wodle Direct cable Connection 435 sq, o1 5
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540 oo ol Direct cable connection Wizard o, -5

Direct Cable Connection

Direct cable connection enables you to quickly and eazily
establish a direct zernial or parallel cable connection
between two computers.

To connect bwo computers now, specify which one pou
are uging:
& Host
Thiz computer haz the resources vou want
o access.

" Guest

Thiz computer will be used to access resources
on the host computer.

% Bk I Mewt » I Cancel |

5-4 Jss

B FoedlS plo b 508 (ool pom e bLI)l Sy Jolie (nl (b L 950 2l windows enable

BUWIRVAPES

Jusé Infrared transceiverl .y jsaselS (59, (2,8 i yeb 4 Infrared < Lls XP 55004 50
So 0 Sl aalgs oKiws g0 I PDA L Jliws oj90 Laptop oyols (1,8 i i b ol o
ales S8 5e58 sle bLS,I S0, 5l 6%

il oo L3 oSl Kby oS oads jalls task Bar ,o ;60T G (bls,l Jolye ol JelS 5l as
S9obe axil Lol 5ges Jou 95, ools LAptop s PDA <G i olsse 30,8 cysobe 45 3l oolitul b ol by
Sl esliul 5l el ;g 1 cadl oS L 802,11 b L aylin o a5 cunl (oS 5Ly shls 0,9

308 ole andl @1 ,b 5l olz-7-5

Sl s o Jlast gy 5 T bl s Sl 4 Uil & Seul (ino s 0355
Fan LS Jme 0 Sl as Laptop L aules O j8las )0 aS Sl popie () 4 Conl jgaie Ol
el 3 0)l9e 4 55 508 gole andl & b 5l Ola (sl awms el Ola Jae g wsd
FowmalS (55, 0,8 ygole axil POrt G -
Sl 69y 0,8 gole axdl saisS cdb o &g S -
L aiib (oo 30,8 o9ole &g Juls i1 (HP) Hewlett Packards < i sadgs Inkjet sla 551>
Sl |y Fi5eelS e 5 wslsiisn JSie ol o (812 Wi S0 ol s Sl 5T Jlows
Sl gl Kl ) e
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o Jailwl Byl oo o o Al S dn  Sole 4 alg e aS 510 3529 (suube (sl lusliul
45 802.11 a L o,laibil ool (Jg 00,5 (5 yme o o 450 50 o by, o (ylgie 480211 a
59,850 802.11 b L slaibul opul (g 000,58 1m0 o o 4Ky g0 g, So (ylgie
S355SS ol Ll g solaal b Sola 5 b Sgels LU sl Wls o0 55 50,8 (9ole andl (559)95SS
$59d9555 802.11 g usu> (5591955 8 los |y La g 5l jeue cals g ol 802.11b 51 joss” L5
B> el yol opl 98,00 551, (802.11b) 1308 slo (6550955 b (5,5 5w cubil a8 ol gy s
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el Jad cnl o

Sleses Slulis) laebl -1-6

TCP/IP 1y 00,5 cous -2-6

S5 09,5 5 SsealS (5,35 oL -3-6

Kol s o BB 6,135 sl g, -4-6

Network Neighborhood L ,glxe aSieisl eslicw! -5-6

s g 6yl a4 STl o ytws -6-6
Jad a5 -7-6
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59 WINAOWS | sle s Lo 5igenalS (05, LT a5 55 ootms y Lo 51 Jlgmo ] sl oYl
SISl ely g ceaiog i Lo Jad ol jo ) artes (93 il s Led sl citie Slgz 510l
Bl pdlgz ol Lo a1, 98 9009 le s )0 e ASD
5O St o a5 BB gl @ sl ot i 98 S5ai5 Jale i Wil (55, 5 ol gals
ool i A (55, 28 iy gy 2000 5 XP L85l a5 waz sl ases 251 ggarme
Do oy (L) ba ole g (nl (59, pamier 45t ol 0920 amy Jad o Wisd oo
S slaysls ST oo MEjgatys 50 0,0 0525 Me jouis 5 95/98 o005 (o ol J5lis
Egomo ;o ol ploul Ol s ] (59, (wd S ygas g5 oo 45 el o sols 3 Wizard &g
sl aig vy 1 o i asb e (Network Place) aSos Ul sl)ls ME 59009 <iS oles oo
L oSt (Solaod ool (611095 598 5oun5 4l 0 0,5 oy (o yiws a5t wlie 4 lgios
.a5b s Network Neighborhood

ypdledew Slwlds 3l o laebl-1-6
5937t ol s s aiets a3 51, Ll ol Y sl (55, 33t Slalad ol
Dpdy o Ose0 Device Maneger a3 5l colaiwl b Jos ol pled
ozl |, properties 435 400,5 SIS <l Desktop o s¢>40 My Computer ¢, -1

(6-1 Jso) oS
System Properties HE
I Device Managerl Hardware Prnfilesl Performancel
Swyztem:
Microsoft Windows 35
% 4009508
IE 4.04.72.2106.83
Registered to:
—_—
Carmputer:
Pentium(r)
32.0ME Ram
ak. I Cancel
1-6 Jso
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(2-6 s ) oS s Device Manager ailis g, -2

System Properties H

evice Managerl Hardware Profilesl Performancel

Spstem:

Microsaft Windows 95
% 4.00.950 B

IE 4.0 4.72.2106.8

Registered to:

Computer:
Pentium(r]
32.0MB Rk

,TI Cancel
2-6 s

(3-6 s ).osS SIS L 50 Network adaptor s, lalKiws ;|

System Properties 7]

General Device Manager | Hardware Profiles I Performance I

* View devices by type " View devices by connection

@ Floppy disk contrallers ;I
[y Hard disk contrallers

: @ F.eyboard
todem
@ Monitors
Ty Mouse
BB Metwark adapters

-, Ports [COM & LPT)
€& SC3I controllers

= Sound, video and game contrallers
BB Creative SWE G4 16-bit Audio [5B16 compatible]
Creative AWE B4 Wavetable MIDI [2WEZ2 compatible)
Gameport Joystick,
2L Wave Device for Voice Modem
Sygtem devices
= |Iniverzal Seral Bus controllers

Properties Refresh | Remove | Print... |

ok | coes |
3-6 s
Oliabl SgealS 59, o)l e JUal 5wl 0,55 ssalie o o 4Sd DS 43S cnl J31s 0 3]
s led ceal loase 151 gilyo cenl o3¥ w0 )7 ol el ] (6 58l Jlasl ) 31 ass ol
50 Sl ol o o s solel Lo FgualS al o0ls Laseis  ule piacw lawg Lo Ol g 5]

b0 g i) 4y a5 (5 amalS b Lot bl | 1Sl oS l38l 5 ol el o3 & pgats] i
Siled cual (B 5 9aelS (59,
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TCP/IP gy o585 Comi—2-6

3 b )ls 0925 (b gealS (59, TCP/IP S35 L1 a5 y5ds tadae sl oY
4 4S aes e LSkl Lt 4 TCP/IP (Transmission Control Protocol/Internet Protocol)
s aS el L olee 4 TCPIIP L asles STyal | o bl g ol dndls s &6 sy
solate 90 4 TCP/IP 5l ol oo (3o aSss 0 0 iiS o 65 (5 o L il (s, o igealS
Lo Syl (35md STil o3 5 S (g5, o s (53,8 (ST, S, g oalic
s (el Gl |y (ele winamms (595 095 ©)50)3) TCP/IP s o150 as2 ojl! Jl>
a3 41,3 CD-ROM s 1, Jule g2ps CD -1
I, Properties a5 4 00,5 <SS <!, Network Neighborhood 4 ;5 ¢4, Desktop ;| -2
(46 U5 ) s Sl

Network E3

Configuration I Identificationl Access Controli

The fallowing network: compaonents are installed:
Client for Microzoft Metworks -
[3C305C-

S 3Com 30320 Integrated Fast Ethemet Controller
=33 Dial-Ip Adapter

W IP¥/SPR-compatible Pratocal -» DialUp Adapter

Kl |

.

Add.. Remove I Froperties |

Primary Network Logor;
! Client for Microzoft Networks ;‘

File and Frint Sharing... |

i~ Description

The |F/5P-compatible protocol iz a protocol Netw'are and
Wwindows MT serversz, and Windows 95 computers use to
communicate.

Ok | Cancel |

4-6 Jss
;¥ " The Following Network Components are Installed" <o )0 oot oLl & > 51 -3

Ol O potiie s ;95 de Canad 4o sal ools yLzs Device Manager s 45 gl 4 &5 pb
oo oLl 5 S TCPIP JSSs, b Cacd ol )0 cimrad Cowl 0033 ,5 cas Lo a8t )15 a8 ]
sl

L Lo a5t &)lS oSl (i a0 wlss 5], 4t IS s TCP/IP— (59, 0izal Jlgs o8 2 L
(5-6) Js& b el LLs,| s TCP/IP 54,5
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Network E3

Configuration I Identificationl Access Controli

The fallowing network: compaonents are installed:

Client for Microzoft Metworks -
S 3Com 3C920 Integrated Fast Ethemet Controller [3C305C-
83 Dial-Up Adapter

IF rpatible Protocol - ] ' Integrated F

i IP/SF-compatible Pratocal -» DialUp &dapter

Kl |

Add.. Remove I Froperties |

Primary Network Logor;
! Client for Microzoft Networks ;‘

File and Frint Sharing... |

i~ Description

The |P/5Px-compatible protocol iz a protocol Netw'are and
Wwindows MT serversz, and Windows 95 computers use to
communicate.

Ok | Cancel |

5-6 Js.
S SIS Add 4sSs 5o, TCP/IP 10,8 ailol ol -4

(6-6 IS5 ) oS S Lo Protocol 4z ;8 (s, -5

Configuration | Identificationl Access Eontmll

The following nebwork components are installed:
Clignt for Microzaft Metwaorks -
Dial-Up Adapter
Linksyps Ether! 6 LAN Card
MetBEUI -» Linksys Ether1E LAN Card
TCRAP -» Dial-Up Adapter
TCPAP -» Linksys Ether16 LAN Card ;I

Frimary Metwork Logon:

IW’indows Lagan j

| Eemove I Eroperties |

File and Print Sharing... |

"Description

6-6 Js
LS A e |y USgy AddasSs b asly azslas bls ) las aSss &5 L TCP/IP Sss ,, 51
D9l A
a8 okl | Microsoft 435 Manu Features gl . -6
(7-6 Jso )ass ol |, TCP/IP a8 Network Protocol (¢l -7
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l wimaduus Setup — Instalbng 185 Gerver Ef|
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Saasn = reabieg Fe conlguration changss you recus dd
Bteriel Prutocal {TCP IR Properies |
E e Cemeral |
¢ fvou con get [P settigs aksigned suborabcaly § o et suspits
° thin capability, Dthareee, yr reedtn mb yrur rebwork admnetrator
St |- Far the approprsts 17 sattings.
 Cbkan an P addvess subonaticaly
1 1 Lign the fllosirg [P address:
I adcirmme 152 185, 0 . 7
Sybrakt reagh: 255 .55 255 . 0
Supoon
Defalt pareany 192 , 060, 0 Trchtiat
erertaent and REsourDe Kiks
i L5l G e A bt of Common fudmnistrathes
£ T U e Nokonirg DS strver ks sk
L Ereferred DHS server [19z .28 . 0 =] '_'“:“’:"““"’""' Gl
hal's M
| Stremake DS serv [ ! atpgpc Taconolgy Frotection
- Priege
R

oot iy [ ] o |
@sat] |3 & | g vow. | i Configure o, | o Aot Diesct. . | 1) wintoss 5., |[ 57 whndoms.., - |‘;¢'|§_I7Jﬂ
7-6 Jss
035 53l ol Taze igeals b 05 SIS OK (59, CD-ROM (55,51 ] s 5 s -8

S5 09,5 9 ¥ guolS (5,1850L-3-6
Sl b Cond nl )5 Lol 4 55 (T alwsy b adles (ot (0 59alS (sl 1) (ol el Y
,o Network Place 5561 40,5 5L s 998 5904 ,0 Network Neighborhood a5 oo -5
(cusl pdy oSl windows 2000/Me/XP
(6-8 Us )ouiS’ (oo (b 1) 25 Sl e ssbaie ool s
ules SIS cl, Desktop ;| Network Neighborhood ST (64,-1
S okl |, Properties a ;s -2
S SIS Identification o Ko (g9, -3
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Metwork 7 x|

| Identification I Access Control I

The following netvork, components are installed:

S5 Dial-Up Adapter

SR METGEAR FA310TH Fast Ethernet PCI Adapter

4 TCRAR -» Dial-Up Adapter

T TCPAP -» NETGEAR FAIT0TH Fast Ethernet PCI Adapter

B File and printer sharing far Microsoft Netwarks

Add... Remove | Properties |

Prirary Metwork Logon:
ICIient far Microzoft Mebwarks j

File and Print Sharing... |

Description
The Client for Microzoft Metworks enables pou to connect to
other Mizrozoft Windows computers and servers and uze the
filez and printers shared on them.

(1] | Cancel |

8-6 s

09,5 pb 5l ad (59, sl igals plos a5 el Sy p3¥ wiiled Sl ()5 09,5 (sl T (0l =D
ailes bl aiiles

Ssles o))y oweses Computer Description e ;o -6

aS SIS oK asSs (gq, -7

Sl a1, byl 5 keld Glgs oo 5 Conl (plulid BB aSid (55, Lod SanalS (392 830 plonil 5l o
ilos S Toazme 5 | sl el g Jg aules ol M3 sl Sos |y b g po ] G0y casliS

Nl gl b o)l il g9y -4-6

Slyimo ys e Ly agols plosi 1 (635 S50 4Kl ol ol s 1Sl 5 Bl (5,357 51,28
g0 |y oad (6,108 Sail slo bl g s |y aslils sle So0wlS le5 o Network Neighborhood
e kS 0 5] L aSs b oS oolil Eirewall oS ) aduanagly a5 ol asls b 4
Gl 15 & ygay Conl Sannisl ROULET 4y jgome Lot aSios 5100 455 casee iyl (9, jlne
o sl s Firewall [l 8le 5 SO S & ean les oo Firewall jogs & )a0 0 .0ib 5.0 Firewall
o aplgs cou 11 Lad j0 o)L pl jo 9405 Downloed
oS 5o Ol [ SNl 5 bl (6,108 STdl oo sl Jlasl S5 5l oy
Sles SIS el Desktop ;1 Network Neighborhood ,6GT 69, -1
S okl |, properties ag ;S -2
38 SIS File And Print Sharing a.Ss 4, -3
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oS ol 1, Ml want to be able to others to print to my printers" 4 ;5 -5

38 SLIS 0K asSs (59, -6

Lo Jls (6,18 STl ol ol 6,138 STl oolel Loty j3aurals 6:5T 353 Umlye plonil 5l oy
e o0 plsil 1y 5 Jolie

ales Jlab oS (5l STyl saalss o a5, (55555 pls -1

Sbes ol 1 Sharing as ;5 g 08,5 S el o] 59,2

S bl | Mshared As™ a5 ol oo 5l =3

Full 5 ;yailys ks sl Read only cdl> o oules s 0,8 sl 5 o1 (6,138 ST il og -4
OIS S 5 ole> sl

S 55 |y (630, aedS el 83Y Sl sl 1, Deoends on Password L Full wJ> Les ,51-5
a0 plaisl e x> 4 e, 4elS S, Depend on Password b Full cdl> olbsl & 90,0 -6
DS SIS oK asSs (g4, -7

5 (STynsl bad adgy (9551 398 J>lye plonil 5l am

e 7 ol |y Kl ()5 STl ogmi oS eans ol Cugi Jl

S SIS Lgs My Computer g, -1

5SS g PrINLErs 43S (g, -2

Dadled SIS Canly 0y )l85 STndl 4 aales o0 a5 (6 Sl ol &35 -3

DS ol 1, sharing™ a5 -4

ailes sl | Shared as 435 wlos ;S5 el A3 1, T 51-5

WSS SIS 0K 4sSs (54, -6

el ool LB aSs s (STl &g Lad Kl >

NEtwork s ST L ugs | oo (g 05 STl b, Klo o s adigy 5l ooliiul ogms (gom Lisk 4o
ol pale> 5 Desktop ;| Neighborhood
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Network Neighborhood b yglxe aSuis 31 eslaw-5-6
=S ;L 1, Network Neighborhood ¢, Desktop 5 el o3Y sois  STyil solie (8L (s,
(9-6 Usi) .o wimls jalls aSs (5, 58 99750 slasmals ples ) G 5L L

J File Edit “iew Go Favortes: Help |
- . = =
Hach e ard [ bap Drive D
J Addrezs Metwark, Meighbarhiood j
Network Neighborhood
DiEnire Networki  EINT = 1osH
ITEAPAY Pl LIRS
IRt SaM
=] | 4REN =74
=l kg TEST
1] | o
112 object(s) A
9-6 s

0393 SIS sl Network Neighborhood sGT 55, ol oo (S1ycil aobe oonlive gl p uiron
boris ygumualS a5 |, aSlils Slandats adlgis a5 als wwles el IS opl 0,5 Gl |, Properties a5 4
iles oaalin 1, WS o ooliiul T 5

Job e Shsl ol oo Network Neighborhood 551 Properties o458 a5l eoliiwl b
Lyl JSSg 5 Jeedl ol et 1 a0l )5 Slopass aSul b g 0ged JUd 8 b g Jb 1) Sl
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-+ Wireless Network Connection Properties

General | Wirsless Networks| Advanced |

Use Windows to configure my wireless network settings

Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

View Wireless Metworks

Prefered networks:
Automatically connect to available netwarls in the order listed
below:

configuration.

Leam about setting up wireless network

[ ok ][ camcel |
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Tell me more Properties

General Shaing | Customze

Local shanng and secunty

1a To share this foldes with other users of this computes
only. drag it to the Shared Documents foldes

To make thiz folder and its subfoldess prvate so that
1 only pou have access, select the folowing check box

MNetwaork, shanng and secunty
To share this folder with both netwaork. users and other
users of thes computer, select the first check box below
ard type a share name

(7] Share this folder on the retwork.

Leamn mose about sharing and security

L ‘Windows Firewall iz conhgured to allow this folder to be shared
with othes computers on the network.

Wiew yous Windows Firewall settings

o ) (oo
7-7 Jsa

ol (0,5 Sl ¢l "Home Networking connection™ asLs 555l 1, connection aw 35 -6

Sles SUUS 0K aS's (g9, =7
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a5 5l algi e wled slasil ol 5 et (s Ojpan 1) (L FanelS aSed wealss 0 S
aS ole olwl § GUlSal b auS solaiwl XPjgaig Jule g 45 bgs o Network setup wizard
J=le ailes (b 1) aSed il ol ) Jolye plios adids wiz )0 5108 oo (B L3 0 XP 590
] ) S0 o AL cuas WizArd ) ool
Network Tasks ceewd ;o 9 05,5 ;L start menu L Desktop ;! |, My Network Place 435 -1
b 5l eola ol L 1) o8 ol oS Sl 1, setup a home or small office Network™ ;s
J=1

3— start —All programs—>Accessories—communication—>Network setup wizard
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£ My Lockbas B Hoteoad

] Cvache For Weindoss NT |
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8-7 Jss
Sy STyl 5 6l 4 ow s bL3 | suslgse ST 045 o 5L Network setup wizard o, -2
WSS bl 7-9 S s.b 1, "This computer connect directly to the Internet™ 4 ;5

Network Setup Wizard
Select a connection method.

Select the statement that best descrbes this computer:

() This computer connects directly to the Intemet. The other computers on my network connect
to the Intemet through this computer.

View an example.

(%) This computer connects to the Intemet through a residential gateway or through another
computer on my netwark.

View an example.
() Cther

Leam mare about home or small office network confiqurations.

[ < Back ” Naxhw[ Cancel

9-7 Jsix
S P90 4SS gy Sl p3Y aS (e eolaul Router S i Lt ST

This computer connects to the Internet through another computer on my network or
residential gateway"

Asles SIS
Ales ol 1) wlye (S1psl &g aunlys o a5 Internet Connection s ol Jlas-3

ol odgas (Slyally pogs ISP 4 Jlail I, dial up modem <G e igei ool 4o (7-10) Jso
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Metwork Setup Wizard

Select your Intemet connechion

Sediact pour Intennet connection from e folowing kst

The wizard has preselected "Local Area Connection™ as the connection that iz
most likely to be comect.

Comnacions:
ais Local Area Cornechion  Realtek ATLETEL/E1 10 Family Gigabit Ethenet NIC
L1
2 WikH Minipert [PPTF)

Lear more about how 0 detemmne wou Infemet connechion

10-7 U
e Joe ol (117 U5 )asS s STyl &g | a5y Jlasl wlgs oo Wizard ) ooliciul -4
" Let Me choose the 435 el p3¥ asles solawl ST sl &ygan 1) Jlas! swslgse 3T el

Jles ol 1, connections to my Network™

Network Setup Wizard

Yowr computer has multiple connections.

“Yiou have mone than one connection on thie computer. The wizard can "beidge’” these
connections. 30 that obher compubers wsing fhem can communicste

The vazand rmeds bo know which connections ane for pour network,
(") Detenmine the appeopiate connections for me [Recommended)

(3 et me choose the connections to my network

Leam maore about petveork, bidairg.

[ <Bock [ New> ] [ cowe |
11-7 Jss
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Hetwork Setup Wizard

Give thiz computer a descnphion and name.

Computes descriphor: [
Examples: Family Room Compuber or Morsca's Computer

Computer name; ALL-REFAH
Examples: FAMILY or MONICA

The curent computer name iz ALL-REFAH

Learn more about computer names and descipbons
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12-7 s
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Security Issue / Vulnerability

LS (oS (i o (g

111 Jpor

Remarks

1. Security features in vendor Security features, albeit poor in some cases, are nol enabled
products are frequently not whean shipped, and users do not-enable when installed. Bad
enabled. security is genarally better than no secunty.

2. I¥Vs are shorl (or static). 24-bit |\V's cause the generated key stream 1o repeal. Repetition
allows easy decryption of data for a moderately sophisticated
adversary.

3. Cryptographic keys are short. 40-bit keys are inadequate for any system. It is generally
accepted that key sizes should be greater than 80 bits in length,
The fonger the key, the less likely a comprise is possible from a
brute-force attack

4. Cryptographic keys are shared. Keys that are shared can compromise a system. A fundamental
tenant of cryptography is that the security of a system is largely
dependeant on the secrecy of the keys

5. Cryptographic keys cannot be Cryptographic kays should be changed often to prevent brute-
updated automatically and force attacks.
frequently.

6. RC4 has a weak key schedule The combination of revealing 24 key bits in the IV and a
and is inappropriately used in weakness inthe initial few byles of the RC4 keystream leads to
WEP. an efficient aitack that recovers the key. Most other applications

of RC4 do not expose the weaknesses of RC4 because they do
nat reveal key bits and do not restart the key schedule for every
packet. This attack is avallable to moderately sophisticated
adversarias.

7. Packet integrity is poor. CRC32 and other linear biock codes are inadequate for providing
crypiographic integrity, Message modification is possible. Linear
codes are inadeguate for the protection against advenent attacks
on data integrity. Cryptographic protection is reguired to preévent
deliberate attacks. Use of noncryptographic protocols often
facilitates attacks against tha cryptography.

B. Mo user authentication occurs. Qnky the device s autheniicated. A device that s stolen can
access the network

2.  Authentication is not enabled; ldentity-based systems are highly vulnerable particularly in a
only simple S31D identification wirelass system
DECUrs,

10. Device authentication is simple One-way challenge-response authentication is subject to "man-in-
sharad-key challenge-response. | the-middie” aftacks. Mutual authentication is required to provide

verfication that users and the network are legitimate:
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